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ABSTRACT there is a need the data to be secured all the time. Information is

secure if it fulfills three conditions (1) Confidentiality, (2) Integrity,
(3) Auvailability. Confidentiality meaning the data is being kept
securely by not divulging to others; to prevent any unauthorized
disclosure of the sensitive information. Integrity indicating the
received data should be the same as the sender sends it; with this, it
prevents modification from an unauthorized user. Availability

Cloud computing brought remarkable potential changes and
excellent opportunities to the information technology industry. It
is particularly useful in most of the networked transactions. Cloud
computing common issue problems associated with data security.
Information is secure if it fulfills the three conditions namely

Confidentiality, Integrity and Awvailability. In cloud computing . h .
confidentiality is obtained by cryptography. Symmetric refers to assurance that user has access to information anytime and

algorithms notably Blowfish algorithm displayed undeniable to any network. In cloud computing confidentiality is obtained by
success in cryptography. In this paper, a Modified Approach of cryptography.

Blowfish Algorlthm USing Shuffle Algonthm was applled and test A science of keeping message secure is called Cryptography’ that
the encryption, decryption speed, and throughput. The result plays a vital role in information security against known attacks and
shows that the higher the performance, the higher the efficiency of decrease the risk of hacking information[11]. The unprecedented
encrypting files. use of digital communications, electronic financial transactions,
and digital transactions have brought remarkable potential on
CCS _Concep_ts ) security issues and attacks against cryptography, hackers are
* Security and privacy—Block and stream ciphers undeniably much-sophisticated year-after-year[12]-[14]. There are
Keywords types of cryptographic algorithms (1) symmetric algorithms (2)
Cloud Computing; Blowfish Algorithm; S-box; permutation; Asymmetric algorithms and (3) Hashing.
Shuffle Algorithm; Encryption; Decryption. Hashing is a fixed length the signature created with the help of
algorithms or hash function for the encryption of data. Each
1. INTRODUCTION message consists of a different hash value, but the hashing has one
Cloud computing is a model for allowing pervasive computing, drawback, i.e., when data is encrypted, the data cannot be
suitable for on-demand access to a network of reconstructing decrypted. Symmetric and asymmetric algorithms removed this
computing resources that can rapidly deliver and released with limitation of hashing. Symmetric algorithm is also known as
minimal effort or service provider interaction[1], [2]. Cloud "Secret Key Encryption Algorithm" in symmetric key algorithm,
computing brought remarkable potential changes and excellent using only one key for encryption and decryption, i.e., private key,
opportunities to the information technology industry. It is whereas in asymmetric algorithm both public and private keys are
particularly useful in most of the networked transactions. The most used for encryption and decryption, asymmetric algorithm is also
common problems associated with cloud computing are data known as "Public Key Encryption Algorithm[15].

privacy, security anonymity, authenticity, integrity, reliability and

more [3]-[9]. Blowfish ~ Algorithm has been widely analyzed and gradually

accepted as a good and powerful cryptographic algorithm offering

Security becomes a big issue when a user stores essential several advantages among which is its suitability and efficiency for
information to the cloud server in which a user cannot directly implementing hardware and software; it satisfies the basic
control and maintain [10]. Data transmitted in the cloud storage is requirements in cryptography with high in attack immunity and
under threat because any unauthorized user can access and modify, relative low in algorithm complexity[16]-[18]. The algorithm is

available to the public domain, unpatented and can be used by
Permission to make digital or hard copies of all or part of this work for anyone for free.  Blowfish (BF) algorithm displayed undeniable

personal or classroom use is granted without fee provided that copies are incr raphv. However. several rs mention m
not made or distributed for profit or commercial advantage and that success in cryptography. However, several papers mentioned some

copies bear this notice and the full citation on the first page. Copyrights of its drawbacks[16], [19]-[22].
for components of this work owned by others than ACM must be honored. These problems point out to the substitution and permutation of
Abstracting with credit is permitted. To copy otherwise, or republish, to values in substitution box (S-box) which directly influenced in the

post on servers or to redistribute to lists, requires prior specific I ti | ina th itv of t t
permission and/or a fee. Request permissions from Permissions@acm.org. overall encryp |0r_1 process. Improving the security of cryp os_ys _em
based on block cipher depends on the replacement of Substitution

ICIT 2018, December 29-31, 2018, Hong Kong, Hong Kong boxes in the encryption/decryption algorithm[23]. The generation
© 2018 Association for Computing Machinery. of S-box depends on Pseudo-Random-Number-Generators and
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Random- Numbers are scrambled. After scrambling, the S-box is
generated[24].

Encrypted File
Blocks storage

Accounts Level
Accession

& —
Cloud Admin/Owner Approved

Cloud User
Figure 1. System Architecture

Figure 1 shows the system architecture of a private cloud includes
Level of accession (LOA), cloud admin/owner (CAO), and cloud
user (CU). CAO set-up the users account in the database to give
access in the cloud; upload the data on the cloud server. The file is
encrypted using the Modified approach of Blowfish Algorithm
using Shuffle algorithm. Each file has its substitution box (S-box)
and user key (input users key) stored in the private cloud server.
Storing used Keys in the four S-box in random locations. Cloud
computing is a multi-user environment. More than one user can
access the file from the cloud server. CU request for a file by using
the given LOA to log in and approved by the CAO to get the
requested file. Each CU will be assigned an account level of
accession. Level of Accession includes (a) 0- for the cloud
admin/owner, enable to add/remove/edit/approve users account,
and file upload/download; (b) 1- for the cloud user, enable to
add/edit users account and upload/download file; (c) 2- for the
cloud user, allow to download decrypted file.

This research work attempts to apply the Modified Approach of
Blowfish Algorithm Based on S-box Permutation using Shuffle
Algorithm in [11]. It specifically aims to Simulate and Test the
Modified Blowfish Algorithm in Cloud Computing by using the
encryption, decryption and throughput standards.

2. RELATED WORK

BF Algorithm is a symmetric block cipher. A 64-bit data block
cipher and a variable-length secret-key range from any length to
448 Dbits[16]. The algorithm has fragments of two: for key-
expansion and data encryption. The expansion key transforms a
key of at most 448 bits into multiple subkey arrays with a total of
4168 bytes. Encryption of data occurs thru a 16 -round Feistel
Network. For every round, it has a key-dependent permutation and
a key-and-data-dependent switch. A 32-bit words additions and
XORs for all operations Data lookups per round for the four
indexed arrays are the only additional operations[25].

2.1 Expansion Keys

The BF algorithm uses a large number of subkeys. 18-P-arrays
for 32-bit and 256 entries for each 32-bit S-boxes. All subkeys
should perform before the encryption or decryption of data. Below
is the exact process of BF:
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1: With the use of hexadecimal digits of pi for the P-array
initialization and then the four S-boxes

2: With the first 32-bit of the key will XOR to P1, then Second
32-bit of the key will XOR to P2 and so on for all the bits of the
key until P18.

3: using the keys described in steps one and two all string zero
must encrypt with the BA.

4: the output of step 3 replaces the values of P1 and P2.

5: using the Blowfish algorithm with the modified keys encrypt
the output of step three.

6: output from step 5 replace P3 and P4.

7: the process continues, returning all the elements of the P-array,
then all S-boxes one after the other, with the continuously
changing output of the BA.

( Plaintext (64 bits) )

PPl ——e P
: 32 bits
Round 1
P2 —— €D
............................. Round 2

ﬁaﬂ—— P17

32 bits

C Ciphertext (64 bits) )

Figure 2. Block Diagram of Blowfish

32 bits

2.2 Encryption of Data

As stated previously, as shown in Figure 2 blowfish algorithm is a
Feistel network that consists of 16 rounds. It has an input of 64-bit
plaintext and subkeys (32 bits) of 18 P-array. An output of 64 bits
ciphertext. In algorithm 1 describing the Blowfish Algorithm.

Input: Plain text (64-bit) and from P1 to P18
Output: Ciphertext (64-bit)

Divide plain text into two, and each has 32-bit for XLeft and
XRight;

for i=1to 16 do
perform XLeft = XLeft XOR Pi;



perform XRight = F(XLeft) XOR XRight;

Swap XLeft and XRight (the last swap, undo.);

end

perform XRight = XRight XOR P17;

perform XLeft = XLeft XOR P18;

Recombine XLeft and XRight (ciphertext);
Algorithm 1: Blowfish Algorithm

Decryption is the same in the encryption process, except for P1-
P8 are used in the reverse order.

Blowfish Algorithm has been exceptional in contrast to the other
block cipher algorithms. In spite of its success, the S-Box
permutation and F function need to enhance by improving its
random permutation which significantly affected by the
encryption process of the algorithm[26]. Modifying Blowfish
Algorithm is conceivable by using Fisher-Yates shuffle algorithm
(FYS) to enhance the random generation and permutation value of
S-box and strengthening parallel execution of F function an
additional key (user input key) added after performing the
operators of S-boxes to further come up with more robust and
satisfying result [11], [27], [28]. Figure 3 showing the modified
structure of Function F.

2.3 A procedure of the S-box permutation
Table 2 showing the proposed substitution box using FYS
algorithm

A.l. Initialize a linear array of Sl of size 256 with values starting
0-256 in ascending order. Set A = length (ST)

A.2. lterate the Piece-wise linear chaotic map for NO times to die-
out transient effect of the map with selected initial conditions.

A.3. Set counter= 1.

A.4. Further, iterate the map (1) and sample the chaotic state-
variable x.

A.5. Extract a random number m € [1, k] from x as:
m = {floor(x*1010)}mod(k) +1

A.6. Exchange the two elements of array Sl at positions m and k
i.e SI(k) <> SI(m).

A.7. Set counter = counter + 1, if counter < 256 go to A.4.

where, k= A -counter+1

A.8. re-apply the FYS on current S| by repeating steps A.3 to A.7
& times.

A.9. Translate resultant shuffled linear array Sl to 16x16 table to
get the final S-box.

2.4 The Modified Function F

In equation 2 of Function F showing modification without
violating the security requirements of the BF and supports the
parallel evaluation of 2-OR operations (Sy , + S4 ¢) mod 2%) and
(Szp + Ssc) mod 2%) and with the use of 2-XORs: one for the
parallel operation and another XOR for the users' input key.

The users' input key (KI) further strengthens the S-box in the
encryption process. Each 4-S-box values has Kl randomly located
within the S-box, to improve the quality of encryption[11].

F(XL) = (((S1.a + S4.¢) m0d2%2) XOR ((Sz.b + S3.c) mod2%%)))XOR Kl
S- Substitution box; KI- users Input key
Equation 2: Modified Function F
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Figure 3. Modified Function F of Blowfish Algorithm

3. RESULTS AND DISCUSSIONS

The comparison and performance of the Modified Approach of
Blowfish Algorithm with the Original Blowfish Algorithm. For
evaluation, the following criteria are throughput, encryption time
and decryption time. During the execution of both Algorithm was
recorded using the different file formats like a word document,
spreadsheet, picture and a portable document format (pdf).

Program interface and testing were done in the same platform
using the C# programming language to obtain the fair comparison
as shown in Figure 2. A simulation was performed using a Laptop
computer with an AMD E2 1.70 GHz processing speed, 4GB
RAM, and 1TB internal memory with 80% free disk space and a
64-bit operating system.

In Figure 4 showing the different parts of the program interface
such as (1) Folder panel-showing all the files encrypted. (2)
Encrypted File Panel allows the user to see all data according to
the user's list. (3) Encryption Window it is where the user keyed
its input key and assigning a specific folder for the encrypted data.
(4)Drop Down List showing the options setup like users account
and document selection for encryption.

el o bman

Figure 4. Program Interface

1. Folder Panel — allows the user to select a folder for the
encrypted file



2. Encrypted File Panel- provides the list of coded data
according to the users' list.

3. Encryption window — performs the encryption process

4. Drop Down List — provides list options to the user like
account setup, document selection.

The file used was a real document taken from the Records Office
of Isabela State University- Cauayan Campus for simulating the
encryption, decryption process uses in this paper. The
experimental runs were performed using the different file formats
like word, spreadsheet, picture and pdf. Files have different
contents.

3.1 Comparative Performance

The performance of the Modified BF and the Original BF was
executed and operated for the different file formats and size to
determine the processing speed. The result of the encryption and
decryption and throughput are shown in figures 5- 9 respectively.

From the figures, 5-8 it can be seen that Modified BF consistently
has the least processing time among the files used regardless of its
content and size. In Figure 5 and Figure 6 showing the Encryption
and Decryption Time using Different File Size processed in
milliseconds, it denotes that in Modified Blowfish its encryption
and decryption outperformed the Original Blowfish.

Encryption Time using Different File Size
(in milliseconds)

M Modified B Original

625,193.74
75,024.11
627 |y 245,151.36

2,406.78

Word(Text w/ Pic) 121KB | 284578

89,343.45
30,691.26

69,366.73
e G |y 167.927.0

Excel(graphs) 89KB

Figure 5. Encryption Time in Different File size

Decryption Time using Different File Size
(in milliseconds)

B Modified m Original

3,435,559.24
PDF(Scanned) 233KB 4,538,285.29

126,165.83

IPG 127KB 480,108.88

10,641.78

Word(Text w/ Pic) 121KB W 23371401

485,439.78

Excel(graphs) 89KB 332,478.39

337,548.80

Excel 68KB 552,305.98

Figure 6. Decryption Time in Different File size

In Figure 7 and Figure 8 shows the efficiency of the Modified
Blowfish Algorithm in encrypting and decrypting any file types.
Figure 9 details the performance of both Modified and Original
Blowfish as shown in the line graph that throughput for the
Original Blowfish is lesser than the Modified Blowfish which
means that the lower the performance, the less efficient, the higher
the performance, the higher the efficiency of encrypting any files
and size.

Encryption: Using Different File Types

625,193.74
75,024.11

Modified | 2,406.78
89,343.45
69,366.73
245,151.36
Original | 2,845.78
30,691.26
267,927.02

W PDF(Scanned)

774,037.50

IPG  ® Word(Textw/Pic) M Excel(graphs) MExcel

Figure 7. Encryption of Different File Types
Decryption: Using Different File Types

3,435,559.24
126,165.83
Modified 10,641.78

485,439.78
337,548.80

8,285.29
480,108.88

Original 233,714.41
332,478.39
522,305.98

B PDF(Scanned) JPG W Word(Textw/Pic) MExcel(graphs) MExcel

Figure 8. Decryption of Different File Types

Throughput
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Figure 9. Processing Speed

The use of YFS and modified Function F improved the processing
time of the Blowfish Algorithm. The improvement over the BF
using the existing Function F and Random Permutation in S-Box
showing in Table 1. From the table, it clearly shows that the
performance of Modified BF is incomparable to that of the
Original BF, revealing a massive difference in Encryption time
with a percentage of 440% with that of the processing of all the



files used encrypted. So as with the Decryption time of 308%
respectively.

Table 1. Comparative improvement of BF using YFS and
Modified Function F regarding encryption and
Decryption time (in milliseconds)

Ml odified Criginal
2406. 78 25845.10
— -
= TS024. 11 Z45151. 36 g
"Sr EA366. T3 ZETIZT.02 ,%
= S35435.45 SI0531. 26 ﬁ
8326654 Tr4037.50
Average 48,803 .54 264,130.45 A0
10541 7= 2337441
—_ =
= 1Z2E6165.53 450105, 55 g
% IFIT545.8 SZ22305.35 ,S,
= 4554539 TS FZ247TE.33 ﬁ
24505, 04 2655494 . 54
Sverage 196,.860.83 203,.352.49449 308

4. CONCLUSION

This paper presented an Application of the Modified Approach of
Blowfish Algorithm for Cloud computing in the Isabela State
University using the Proposed System Architecture and User
interface that add security to the File shared over Cloud
computing. The simulation and testing were made possible using
the developed interface. The file used was taken from the Records
Office to obtain the results of this paper. The output of the
application shows that the Modified approach of Blowfish for
Cloud computing provides more efficient in encrypting and
decrypting files. The test was also conducted to determine the
quality and efficiency of the Modified approach of Blowfish. The
result showed that the performance of the Modified Approach of
Blowfish is efficient in encryption with a percentage of 440% for
all the files and 308% for decryption respectively.
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