The Performance of Blum-Blum-Shub Elliptic Curve
Pseudorandom Number Generator as WiFi Protected
Access 2 Security Key Generator

Challiz D. Omorog Bobby D. Gerardo Ruji P. Medina
Technological Institute of the Western Visayas State University Technological Institute of the
Philippines llollo City, Philippines Philippines
Quezon City, Philippines +639209291848 Quezon City, Philippines
+639284846955 bobby.gerardo@gmail.com +6329110964

challizomorog@cspc.edu.ph

ABSTRACT

WiFi Protected Access 2 (WPAZ2) is considered the most secure
network security protocol in wireless routers, despite the
discovery of partial key exposure vulnerability. In light of, an
experiment was conducted to investigate the strength of WPA2
default passwords generated by the algorithms embedded in
routers using a simulated brute-force attack. The findings
ascertain the prevalence of insecurities in the default WPA2
passwords due to low charset size and weak encryption algorithm.
For these reasons, we propose Blum-Blum-Shub Elliptic Curve
Pseudorandom Number Generator (BBS-ECPRNG) algorithm as
a replacement to the algorithms embedded in routers. To prove its
validity, we generated distinct sequences of 10° bits each and
analyzed sequence output using the NIST statistical test suite. The
generated bit sequence of BBS-ECPRNG was converted to
password characters and subjected to simulation test. Findings
reveal that the BBS-ECPRNG password significantly decreased
the password-cracking success by 25 times more as compared to
the default WPA2 passwords generated by router-based
algorithms in the Philippine market.
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1. INTRODUCTION

Wireless Local Area Network (WLAN) popularly known as WiFi
stands as the basic standard for wireless communication today
[33]. Since WiFi networks transmit connection over radio
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frequency technology [11] [41], it too inherent deficient
characteristics particularly security vulnerabilities from its
predecessor [32]. Due to its broadcast nature, (encrypted) traffic is
easily intercepted making it susceptible to attacks such as
eavesdropping and jamming [44].

The exposed issues involving WiFi [15] [3] [13] [24], however,
did not constraint the demand for ubiquitous connectivity. In fact,
most people want to be online all the time [23] making WiFi
access points (APs) known as “hotspots”, a commonplace. As
predicted by CISCO, WiFi will account 63% of the Internet traffic
by 2021 [5]. Meanwhile, cybercriminal activities are reported to
increase sharply [6] including identity theft, financial heists and
computer hacking [35], inadvertently fostered by poor security
practices and behavior [38], and weak understanding of Internet
security and its implications [36] [39] [43]. When everything
appears secure and proper, Internet users rarely consider security.
Consequently making possibilities for Internet security risks and
exploits virtually limitless.

Currently, IEEE 802.11i or WPAZ2 is the current security standard
mechanism that encrypts traffic on WiFi networks to thwart
attackers [30] [40]. The security strength of WPA2 Personal mode,
designated for small office and home office (SOHO) networks,
gets its authentication component from the plaintext or WiFi
password! [37] [17]. In this mode, the user must provide a match
WiFi key to the router to get connected [10]. By default, WiFi
keys are composed of seemingly complicated characters generated
by an algorithm pre-configured in the router.

According to Tripwire, 46% of SOHO users do not change default
configuration or won’t bother to read the AP manual to change the
WiFi password [2]. Since WiFi traffic is easily sniffed or
intercepted and given the risk posed by the unsecured practices of
SOHO users, a strong password [4] [14] can slow or defeat router
attacks such as dictionary and brute force methods [12] [8].
However, WiFi key generation algorithms in routers received less
research attention whereas underground hacker websites, videos
and blog posts flourish reports about cracking WPA2-Pre Shared
Key (PSK) password. Despite knowledge to the contrary, current
researches related to WPA2 are more concentrated on four-way
handshake authentication/ deauthentication [7], encryption [1],
and frames [18].

1 From here onward, the terms password and key(s) will be used
interchangebly, which both refer to the security information
required to access WiFi connection intended to be secret to two
or more entities.



In this paper, we analyze the WPA2 random key generation
algorithms currently embedded in wireless routers and
demonstrate its insecurity. Next, we present a novel approach to
increase WiFi password randomness using the proposed algorithm
called BBS-ECPRNG. Then, we evaluate the performance of
BBS-ECPRNG as WPA2 security key generator through
simulation using penetration-testing tools in different platforms.

2. RELATED WORK
2.1 WPAZ2 Authentication

As illustrated by the blue line in Figure 1, without transmitting the
WiFi password or the red key over the air, both the client and the
AP independently attempts to prove that each side knows the
WiFi password by each generating the Pair-Wise Master Key
(PMK). The PMK is the hash result of the network Service Set
Identification (SSID) and the WiFi password represented by the
blue and violet keys for the AP and client, respectively. The PMK
is transmitted and decrypted on each side [19]. Once WiFi
password is authenticated, WPA2-PSK generation starts or
authentication dance called “4-way handshake” is performed [10].
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Figure 1. WPA2 Authentication Workflow

On the other hand, generating the WiFi password is done from the
router side as depicted by the green arrow in broken lines inside
the small box in Figure 1. The pre-configured WiFi password is
generated using a pseudorandom key generator, which usually
takes it seed from the MAC address of the router device. Several
recent reports [16] [21] [27] [20] across the country recounted that
this practice exhibits failure to utilize the PRNG effectively,
attributed by the low entropy or poorly chosen seed [28] and weak
or predictable algorithm [31] .
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2.2 Router-based PRNGs

The article of Tsitroulis et al. [40] details the unprecedented
findings on how the flaw in WPAZ2 protocol could be exploited by
malicious attacks based on partial PMK exposure vulnerability.
The article successfully exposed WPAZ2 security issues and
demonstrates the weaknesses in detail. Also, Lorente et al. [21]
initiated on how to reverse-engineer wireless routers to identify
the password generating algorithms embedded on each. The study
reveals that massively deployed routers use weak algorithms to
generate the default WiFi passwords. Several techniques and
approaches identified in the article are calculated in several ways
to produce series of characters from eight (8) to 12 characters long
such as (1) decrementing one from the last digit of the MAC
address, (2) substituting and moving each pair of the MAC
address in iteration, (3) adding an exclusive-or (XOR) operation
in the algorithm, or (4) using the MAC address or a combination
of Internet Service Provider (ISP) name plus a random seven digit
number. Given all these possibilities, the attacker can easily
manage a dynamic analysis to recover the algorithm and in a
matter of seconds generate the WiFi password then carry out
security assaults. Yet, access to these cheap routers pre-equipped
with weak generating password algorithm in the market is
common and still currently distributed by large ISPs in many
countries.

2.3 WPA2 Password Threats and Security

Countermeasures

There are several ways to crack passwords such as algorithm
analysis, brute-force attack, dictionary attack, rainbow attack, etc.
But brute-force attack is one of the widely used methods of fully
guesting password using a random approach[9]. According to
Yasin and AbuAlrub [42], the best way to counter or decrease the
possible rate of success of brute-force attacks is to understand its
attack mechanism. Brute-force calculates every possible
combination of ASCII charset size and password length that could
be included in a password, which means short, simple and
predictable combinations are quickly cracked in milliseconds.

2.4 Pseudorandom Number Generator
Pseudorandom number generator (PRNG) is designed to generate
randomness. But as the word “pseudo” in PRNG suggests, it has
the appearance of randomness, but eventually generates a
predictable sequence of patterns. PRNGs are merely mathematical
equations that use a seed value to generate random numbers, thus,
at some point will cycle inherent from its deterministic source- the
seed [22].

The structure of the raw PRNG has two stages: (1) the random
number generator, and (2) sequence generator. The random
number generator unit is given an initial value so called seed.
Typically, the user provides the seed as fixed or constant secret
values. Then computed by some function produces “random” bit
sequence called pseudorandom number sequence. Meanwhile, to
calculate for the next seed sn, the sequence generator increments
the current state sn+1 then begins the next iteration until a full
cycle called the period is repeated.

The mathematics behind PRNG evidently suggests that the
sequence output can never exceed the entropy of its seed, which
implies a short periodic sequence. However, if it would take
hundreds of thousands of years for advanced computers to
computationally repeat a period [26] or the PRNG is statistically
provable [34], then we can safely assume that it is practically
secure.



3. THE PROPOSED BBS-ECPRNG

The proposed generator implements the intractability of DLP and
integer factorization problem (IFP) into one algorithm called
BBS-ECPRNG. Full details and discussion about the proposed
algorithm (concept diagram, notations, and algorithm) is
published in [25]. The algorithm is written using Python legacy
(Python 2.7) to generate the desired pseudorandom bit sequence.

4. METHODOLOGY
4.1 BBS-ECPRNG Code Implementation

The implementation of the proposed algorithm in Python is
divided into three (3) major files:

4.1.1 BBSECPRNG Generator (BBSEC.py)
This file generates two (2) elliptic curve points then outputs the
random sequence (in bits and characters).

4.1.2 Randomness Tests (randtest.py)
This file contains the 15 different NIST statistical
downloaded from https://gerhardt.ch/random.php.

tests

4.1.3 The Main Program (main.py)

This file contains the working interface that employs the
BBSEC.py to generate the desired sequence and bit sequence
length then subsequently tests the output sequence by calling the
rantests.py program. The results are compiled in a CSV file.

4.2 WPA2 Password Sampling
This paper investigated the WPA2 password strength embedded in

routers/ pocket wifi that are massively deployed in the Philippines.

Three (3) of the largest ISPs in the country (codename 1S1, 1S2,
and 1S3) are covered in this comparison. These ISP companies
directly supply their customers with wireless Internet routers/
pocket WiFi. During the experiment, we used one specific router/
pocket WiFi model for each ISP per operating system (OS). 1S1
used AN5506-04, 1S2 used Huawei B315s, and 1S3 used ZTE
MF65M model.

The generated bit sequence of BBS-ECPRNG is firstly subjected
to statistical analysis using the 15 statistical tests recommended by
NIST [29]. The BBS-ECPRNG full statistical results can found in
[25]. Then the generated bit sequence of the algorithm is
converted to eight (8) password characters using character sets
([a-z; A-Z] and [0-9]). Here, the approach is to extract the desired
character length from the output bit sequence using binary to
character conversion technique. We specify the most significant
bit as the starting bit sequence, skipping non-ASCII or special
characters during conversion. After generating the sample
password (BE), we performed the brute-force attacks. BE was
used as the new router password for 1IS1along each OS.

4.3 Simulation Plan and Penetration Testing

Tools

In order to expose the strength of the WiFi passwords, Brute-force
attack was employed. The attack has been performed in a Linux
OS using Parrot Security 4.1. This security-testing platform is
packed with a multitude of security and penetration testing tools
such as Crunch and Aircrack software
(https://www.parrotsec.org/). These tools were used to gain access
to the network, and capture necessary packets to recover the keys.

25

>))

Attacker

=

MAC 0S

Q)
I

Wi-Fi Access Point

Linux OS

Figure 2. Network simulation plan

Figure 2 shows the network simulation plan comprised of a
wireless router, attacker and three (3) laptop units of the same
hardware specification. Each unit has different OS installed such
as Windows (Ul1), Linux (U2), and MAC (U3) and all are
connected using the WPA2 protocol. Ul used an Intel PRO
wireless card, U2 used an Airport Extreme wireless card, and U3
used an Atheros AR9285 wireless network adapter. During the
experiment, the AP, represented by the router, was approximately
10 meters away from the laptops in an open space. The WLAN’s
SSID was ‘SOMEID’ while the network’s IP4 address was
192.168.175.0/24.

During the simulation test, attacks were executed in a shell script
environment, represented by attacker with hat icon. Each of the
platforms was penetrated using Aircrack-ng. In this experiment,
we tested the WiFi password performance generated by the
routers distributed by the three (3) largest ISP companies in the
Philippines. Attack time (in hours) was recorded for every attack
performed on each platform per ISP router. The simulation
performed one trial on each platform per ISP’s router.

5. RESULTS AND DISCUSSION

5.1 BBS-ECPRNG Sample Output

In order to generate the random bit sequence, the BBS-ECPRNG
algorithm was coded in Python script in OSx. The user can enter
the number of sequences, and the desired length for the bits and
characters. The sample Python output is shown in Figure 3.

if _name_=="_main_" ’ if sequence Jength >= 2(

Run: bbsec main

b "fUsers/challiz/PycharmProjects/BBS 4/venv/bin/python” /Users/challiz/PycharmProjects/
Enter the number of sequences: 1

Enter the output bit sequence length: l@aadad

Enter character sequence length: §

('P point is', 17397877659676902396818372670527794967018125116231918859211338849445273

('0 point is', 233448152475095294883358586

('A value is', Decimal('1,94'))

Execution time is 9.78308200836 seconds.

See results in the output.csv file,

151
a4

w03
B o [

>

Process finished with exit code @

Figure 3. BBS-ECPRNG Python console output

5.2 Simulated Brute-Force Attack

Twelve experimental cases have been subjected to brute-force
attacks. Each scenario have been examined and categorized into
two (2) sets. The first set (case 1-9) used the default password
embedded in the ISP routers running on the given OS, while the
second set (case 10-12) used the BBS-ECPRNG generated
password entered in the ISP router (IS1) running on the given
sample of OS. The experimental cases are shown in Table 1.



Table 1. Password strength vs. Brute-Fore attack

Case Legal User Charset Size %rr?:;k(hr)
1 1IS1on Ul (a-z, 0-9) 9.2
2 1S1 on U2 (a-2,0-9) 9.6
3 IS1 on U3 (a-z, 0-9) 9.3
4 1S2 on U1 (A-Z,0-9) 24.3
5 1S2 on U2 (A-Z,0-9) 24.9
6 IS2 on U3 (A-Z,0-9) 24.65
7 1S3 0n U1 (0-9) 12.4
8 1S3 on U2 (0-9) 12.48
9 1S3 on U3 (0-9) 12.42
10 BEonlISlonUl | (A-Z, a-z, 0-9) 604.8
11 BEonISlonU2 | (A-Z, a-z, 0-9) 616.8
12 BEonISlonU3 | (A-Z, a-z, 0-9) 607.2

As demonstrated in the last column, the keys were cracked easily
in cases 1-3 compared to the result in cases 4-9. However, cases
10-12 were 25 times more difficult to crack than cases 4-6
regardless of the OS. This is because the number of ASCII
character set size used in forming the WiFi passphrase in cases
10-12 is larger, compared to the other cases as seen in the third
column, which indicates increase password security as reported in
[12].

In the cases of IS1 and 1S2, these routers may have used more
charset size than 1S3 for the default password, however, appears
to follow a fixed pattern or composition that lowers its level of
security and resistance to brute-force attacks [14]. One reason for
this is the algorithm included right inside the router, which may
have used a fixed string format starting from the Wi-Fi MAC
address that Tsitroulis et al. [40] exposed.

It is also observed that U1 has the highest crack time as compared
to its competitors. Mainly since different OS are impacted to
differing degrees depending on how they implement the WPA2
protocol. However, when the BE generated password was used as
the default password for U1, it exhibited an impressive attack
performance result. This implies that a quick security
improvement in routers could be achieved by simply replacing the
weak password-generating algorithm by a statistically provable
and secure key generator such as BBS-ECPRNG.

6. CONCLUSIONS

As previously discussed, the strength of BBS and ECPRNGs lie
on the intractability of the IFP and the DLP, respectively. For
these reasons, we propose BBS-ECPRNG algorithm as alternative
to the algorithms embedded in routers. To prove its validity,
distinct sequences of 106 bits each were generated, and tested
based on the NIST statistical test suite standard. The test validates
that the proposed BBS-ECPRNG is provably secure and
statistically generates randomness, which is essential before
practical applicability in various cryptographic applications.

This paper also ascertains the prevalence of insecurities in the
default WPA2 passwords in routers particularly distributed in the
Philippines. We propose the BBS-ECPRNG algorithm against
router-based algorithms. BBS-ECPRNG produces truly random,
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unpredictable composition of WPA2 passwords that can slow or
significantly decrease password-cracking success by 25 times
more as compared to default WPA2 passwords generated by
router-based algorithms in the market.
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